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# 1 NEVER EIVE PERSONAL INFO OLIT
ABOUT YOURSELF OR OTHERS,

#2 NEVER BE A CYBER-BULLY.

#3 NEVER MEET ONLINE FRIENDS
IN PERSON AND TELL AN
ADULLT IF YOU FEEL LINSAFE.

#U ALWAYS BE RESPECTFUL
OF YOURSELF AND OTHERS.

#5 ALANCE YOUR TIME BETWEEN
BEING IN DIGITAL SPACE AND
THE PEAL WORLD,

KEEP YOUR
DIGITAL SPACE




THE INTERNET IS AN AMAZING PLACE. IT'S
A GREAT RESOURCE FOR 80TH GROWNUIPS
AND KIDS. IT'S BECOME A VIRTUAL LIBRARY
JUST A FEW CLICKS AWAY. THINK ABOUT HOW
YOUR KIDS USE THE INTERNET. MAYBE THEY
PLAY EAMES OR DO SCHOOL WORK OR
CHAT WITH FRIENDS OR EVEN WATCH THEIR
FAVORITE SHOWS. IT'S ALL THERE. TYPE A
FEW LETTERS ON THE KEYBOARD AND
YOU'RE IN/

BUT THE INTERNET IS NOT WITHOUT ITS
DANGERS. THAT'S WHERE YOU STEP IN TO
LAY DOWN SOME RULES, WATCH THEIR
ONLINE ACTIVITY AND MAKE SURE THEY'RE
SAFE.

THIS BOOKLET CAN
HELP. READ ON.

DISCLAIMER: The information in this book should be
used as a guide only, and we do not guarantee that
following these suggestions will provide complete online
safety. A certain level of risk exists with all Internet use.
These gg_u;lehnes may reduce risks, but we accept no
responsibility for a ‘child’s use of the Internet. We
encourage active supervision of all children using the
internet, especially when they are in contact with other

people.

WE WROTE A BOOK TO TEACH KIDS ABOUT
THE DIGITAL WORLD OF THE INTERNET. THE
ADVENTURES OF BOINGEG &§ SPROCKETTE:
BLCKAROO & WALLABELLA BOIN&&E
EXPLORE DIEGITOL SPOCE GIVES KIDS
A QUICK GLIMPSE INTO THE NET. HAVE YOUR
KIDS START OFF THIS BOOK 8Y TAKING THE
PRE-TEST TO SEE WHAT THEY ALREADY KNOW.

DESKTOP PCS, LAPTOPS, TABLETS AND
SMARTPHONES ARE AS MUCH A PART OF
KIDS' LIVES TODAY AS TV, RADIO AND PLAYING
OUTSIDE WERE FOR OLDER GENERATIONS,
YOUR PARENTS LIKELY KEPT AN EYE ON THE
SHOWS YOU WATCHED AND THE MUSIC YOU
LISTENED TO AS A CHILD.

TODAY IT’S EVEN MORE IMPORTANT TO KNOW
ABOUT WHAT YOUR KIDS SEE AND HEAR
ONLINE, WHO THEY MEET, AND WHAT THEY
SHARE ABOUT THEMSELVES ONLINE. IT'S
A SAFETY ISSUE. WITH THEIR SAFETY IN
MIND, YOU'LL WANT TO:

e TALK TO THEM ABOUT
YOUR CONCERNS

¢ LUISE INFORMATION AND TOOLS TO
PROTECT THEM

e CLOSELY WATCH THEIR LISE
OF TECHNOLOé&Y



TODAY'S KIDS ARE SURROLINDED 8Y
TECHNOLOGY, ESPECIALLY AT HOME. THINK
ABOUT THE TECHNOLO&Y YOU HAD AS A
CHILD. THEN COMPARE THAT WITH THESE
STATS TODAY FOR U.S. HOUSEHOLDS WITH
KIDS EIGHT YEARS OLD AND YOLINGER.

BY THE AGE OF EIGHT...
e Q6% OF CHILOREN HAVE WATCHED TV
¢ Q0% HAVE USED A COMPUTER
* 81% HAE PLAYED CONSOLE VIDEO GAMES

e 60% HAVE PLAYED GAMES OR USED
APPS ON A PORTABLE DEVICE

EVERY YEAR, CHILONREN'S ACCESS TO MEOTA
DEVICES 6ROWS HIGHER. THE AVERAGE
AMOUNT OF TIME SPENT USING THESE
DEVICES HAS TRIPLED IN THE LAST COUPLE
OF YEARS.

From Zero to Eight: Children’s Media Use in America 2013

IN OUR STORY, BUCKAROO BOINEE AND
HIS COUSIN 8ELLA FIND OUT HOW QUICK IT
IS TO GET ONLINE. IT JUST TOOK A TOUCH
OF AN ICON ON BLICKAROO'S NEW SMARTPHONE.
BEFORE THEY KNOW IT, THEY 'RE ORBITING
IN DIGITAL SPACE.

DIGITAL SPACE

IS SO cOOoL!

ONCE IN DIGITAL SPACE, BUCKAROO AND
BELLA MEET QWERTY AND LIRL, TWO HELPFLIL
CHARACTERS WHO TEACH THEM ABOUT THE
ONLINE WORLD AND HOW TO 8E 00D
DIGITAL CITIZENS.

THE BOOK DEFINES WORDS THAT ALL NET-
SAWY KIDS SHOULD KNOW:

e ICON
DOWNLOADPING
PASSWORD
ONLINE BULLYING
SELFIE

WHILE DIGITAL SPACE IS A GREAT PLACE FOR
KIDS TO HAVE FUN, PLAY GAMES AND KEEP
IN TOUCH WITH FRIENDS, IT'S NOT
WITHOUT ITS DANGERS.



-

ONLINE SAFETY: IT’S THE LAW

THE U.5. GOVERNMENT CAME UP WITH A
SPECIAL LAW TO HELP PROTECT KIDS ONLINE,
THIS LAW IS CALLED THE CHILDREN'S
ONLINE PRIVACY PROTECTION ACT
(COPPA). THE AIM OF THIS LAW IS TO KEEP
ANYONE FROM GETTING A CHILO'S PERSONAL
INFO—LIKE NAME, AGE, ADDRESS, PHONE
NUMBER—LINLESS A PARENT KNOWS AND
AGREES TO IT FIRST.

WITH THE COPPA LAW, WEBSITES HAVE TO
MAKE CLEAR THEIR PRIVACY POLICIES ON
THE SITE AND GET A PARENT'S OKAY BEFORE
THEY CAN COLLECT A CHILD’S INFO. THE LAW
ALSO KEEPS SITES FROM ASKING MORE
PERSONAL INFO THAN NEEDED TO PLAY A
GAME OR ENTER A CONTEST.

EVEN WITH THE COPPA LAW IN PLACE, YOU
ARE YOUR CHILDOREN’S BEST ONLINE
PROTECTION. TALK TO THEM ABOUT ONLINE
DANGERS AND KEEP AN EYE ON THEIR
DEVICE USE. PREDATORS LURK ONLINE.
BUT THERE ARE SOME USEFLUL TIPS TO KEEP

YOUR KIDS SAFE WHILE THEY SURF THE WER.

TALK IT UP!

CHAT WITH YOUR CHILD

KEEPING SOME G000 DIBLOGUE OPEN BETWEEN
YOU AND YOUR KIDS IS KEY. CHAT WITH THEM
ABOUT WHAT'S OO0 AND BAD ABOUT THE
INTERNET. TALK WITH THEM ABOUT WHAT SITES
THEY LIKE TO VISIT ONLINE, WHAT GAMES
THEY PLAY AND WHAT THEIR INTERESTS ARE.
DON'T BE AFRAID TO ASK YOUR KIDS WHO -
THEY TALK TO ONLINE AND WHAT THEY TALK
AOUT,

DISCUSSION STARTERS

Q) SHOW ME WHAT YOU LIKE TO DO ONLINE.

Q: WHAT IS PERSONAL INFOP-WHY SHOULD
YOU KEEP IT PRIVATE?

Q: WHAT COLILD YO DO TO BE SAFER ONLINE?
Q: WHERE HAVE YOU NOT FELT SAFE ONLINE?

Q@: WHAT WOLILD YOU DO IF SOMEONE ASKED
TO MEET YOU FACE-TO-FACE?

Q@: OTHER THAN ME, WHO CAN YOU TALK TO
IF YOU FEEL SCARED OR STRANGE WHILE®
ONLINE?

IF ANYTHING EVER MAKES
YOU FEEL UNCOMFORTABLE,
TELL AN ADULT RIGHT AWAY/




SETTING UP SOME B8ASIC RULES FOR YOUR
KIDS TO FOLLOW WHEN THEY’'RE ONLINE IS
THE FIRST STEP IN KEEPING THEM SAFE.

RULES FOR yOU

¢ If your child has a new “friend” online, make sure
you meet that friend, even if it's just online or by
phone.

e Never give our your Date of Birth or a Social
Security number online.

® Keep your computer in a busy part of your home
where use is easy to see.

® Set up limits for which sites your kids can visit and
for how long.

e Let your kids know that they need to share their
online activity with you when they’re on phones,
tablets and laptops away from the home.

e Surf the web with your children and have them
show you the sites they frequent.

e Know the people your kids connect with online.

* Set rules for social networking, instant messaging,
texting, e-mailing, gaming and using webcams.

* Have ongoing talks with your kids about online
safety.

* Keep an eye on your credit card and phone bills
and watch for any account charges you don't
know about.

¢ Find out what online protection tools are in place
on the computers your kids use at school, afterschool
care, friends’ homes or anywhere they may get
online without your supervision. If none, don't let
your kids use those devices.

e |[f your child tells you about something online that
upset him or her, listen, take him or her seriously
and look into the matter.

RPULES FOR THEM

&0 OVER THESE RULES
WITH YOUR KIDS AND MAKE

SURE THEY UNDERSTAND THEM.

BLICKAROO BOINGEG

Never send personal photos or download those
sent to you online

Never give out personal info, such as address,
phone number, email, school name or hometown.

Limit the amount of time for each online session.
Don’t let your online time take away from time
spent doing homework, chores, playing outside
or enjoying activities with your family.

Don't reply to messages with threats. Alert a grownup
to these.

Tell a trusted adult about any message that seems
scary or wrong.

Always keep in mind that what goes out over the
net can live there forever.

Don'’t bring devices into your bedroom at night.
Charge them in another room.

There are many good software
programs online that can block
certain websites, limit the
amount of time spent online
and track chats. Look into these
at InternetSafety.com.

FROTECTION PLANET

A 600D CITIZEN NEVER GIVES PERSONAL
INFO OUT ABOUT HIM OR HERSELF, OR THE
INFORMATION OF OTHERS.



rTH CYRER.RLII I YING
1O Y DENR-DULLTYTING

EULLY-FREE
ECOSPHERE
NEVER 8E A CYRER-
gULLY! STAND LP TO

CYBER-BULLYING WHEN
YOU SEE IT.

ONLINE BLULLYIN&G: LUSING TEXT,
EMAIL, CHAT OR SOCIAL MEDIA TO
SAY OP POST SOMETHING MEAN OR
EMBARPASSING TO HURT ANOTHER.

KIDS WHO ARE CYBERBLLLIED ARE
MORE LIKELY TO:
* SKIP SCHOOL
USE DRUGS AND ALCOHOL
&0 THROUGH FACE-TO-FACE BULLYING
GET POOR GRADES
HAVE LOWER SELF-ESTEEM
HAVE MORE HEALTH PROBLEMS

MAKE SURE YOUR KIDS KNOW HOW NOT
TO 8E AN ONLINE CYBER-BULLY. TELL THEM
TO NEVER:
* PRETEND TO BE SOMEONE ELSE DURING
A CHAT,

o TEASE OR SCARE SOMEONE DURING
A CHAT.

* SEND RUDE OR SCARY THINGS TO SOMEONE.

* POST PICS OR COMMENT ABOUIT SOMEONE
WITHOUT THEIR OKAY.

o USE BAD LANGUAGE ONLINE

e POST MEAN OR HURTFUL THINGS
ABOUT SOMEONE ON A SOCIAL
MEDIA SITE.

TAKE AN ACTIVE ROLE IN KEEPING YOUR KIDS
SAFE FROM ONLINE PREDATORS AND EXPLICIT
CONTENT. MAKE SURE YOUR KIDS KNOW THE
LAWS YOU LAY DOWN AND THAT THEY'RE SET
IN STONE.

e IF YOU’'RE NOT COMPUTER-WISE, GET
THAT waAY!

e LEARN HOW TO BLOCK OBJIECTIONABLE
ONLINE CONTENT.

e LEARN HOW TO TRACK WEBSITES VISITED.

e LEARPN HOW TO BLOCK THE LUSE OF
CERTAIN SITES.

o LEARPN HOW TO DISABLE TRACKING
COOKIES ON YOUR COMPLTER 50O
ONLINE MARKETERS AND SCAMMERS
CAN'T GET YOLIR NAME, EMAIL ADDRESS
OR SHOPPING HABITS.

® KEEP THE COMPUTER IN A COMMON PLACE
OF THE HOME WHERE YOU CAN SEE WHAT'S
GOING ON. DON'T ALLOW COMPUTERS IN
CLOSED BEDROOMS.

® SPEND TIME ONLINE WITH YOUR KIDS. SHOW
THEM THE RIGHT WAY TO BEHAVE THEMSELVES
ONLINE. BE A ROLE MODEL IN THE WAY
YOU USE DEVICES.

e SHARE AN EMAIL ADDRESS WITH YOUR
CHILD SO YOU CAN SEE THE MESSAGES
THEY SEND AND GET.

e DON'T ALLOW YOUR KIDS TO ENTER PRIVATE
CHAT ROOMS. USE SAFETY FEATURES
FROM YOUR SERVICE PROVIDER
TO BLOCK THESE SITES.



YOU CAN WRITE UP AN AGREEMENT FOR
ONLINE USE IN YOUR HOME. LOOK AT IT AS
A FAMILY AND CHANGE IT AS NEEDED AS
YOUR CHILOREN GET OLDER. ADAPT THIS
SIMPLE CONTRACT TO FIT YOUR RULES AND
SITUATION.

1. WE WILL NEVER &IVE OUT PERSONAL

INFO ONLINE. This would be: Our last name,

address, phone numbers, Date of Birth, Social

Security numbers, the name of our school, our town,

our brothers’ and sisters’ names and info or our
parent’s place of work.

2. WE WILL KEEP OLUR PASSWORDS
SECRET. We'll stick to chosen user names and
settings. Passwords will not be shared or changed
without our parent’s okay. Our passwords will be
hard to guess and never “1234.”

3. WE AGREE TO LIMIT OUR ONLINE
TIME SO IT DOESN'T GET IN THE WAY
OF OTHER ACTIVITIES. We will follow the time
limits that our family sets and not let time online take
away from homework, sports or family time.

U, I WILL NEVER MEET AN ONLINE FRIEND
IN PERSON. | will be careful about strangers
online just like | stay away from strangers on the
street. | will tell my parents right away if someone
asks to meet me somewhere.

S. I WILL TELL MY PARENTS RIGHT AWAY
IF I COME ACROSS SOMETHING
ONLINE THAT MAKES ME FEEL
LINSAFE.

6. I WILL NOT STAY ON OR CLICK ON A
PAGE THAT SAYS, "FOR OVER 18 YEARS
ONLY.” | know these sites are not for kids and |
will not visit them.

7. I WILL ONLY DOWNLOAD PICTURES
AND FILES WITH MY PARENT’'S OKAY.
| know that some of these files may have bad
pictures or viruses that could harm our computer.

8. I WILL NOT SEND PICTURES OF MY
FAMILY OR MYSELF TO ANYONE ONLINE.

I will only do this if my parents say it's okay to do so.

Q. I WILL TRY TO BE SAFE EACH TIME
I 80 ONLINE. | will obey the same safety rules
at my friends’ houses, at school and at the library that
| do while I'm at home.

10. I KNOW THAT NOTHING IS REALLY
PRIVATE ONLINE. My mom or dad or any trusted
adult can read my mail or check the sites that | have
visited to make sure that | am safe. | know my words,
pictures and comments may be seen by anyone in
the world.

WE AGREE TO THIS FAMILY CONTRACT:

(PARENTS)

(PARENTS)

KIps)

KIps)



NOTHING BUIFNET,

THE INTERNET IS A GREAT PLACE FOR KIDS
TO LEARN NEW THINGS, PLAY GAMES,
RESEARCH SCHOOL WORK AND TALK WITH
FRIENDS. 8UT WITH THIS GREAT TOOL COMES
GREAT RESPONSIBILITY.

WHEN YOLIR KIDS HAVE READ THE ADVENTLICES
OF BOINéE & SPROCKETIE: BUCKAROO
& WALLABELLA BOINEEG EXPLORE
DIGITOL SPE@CE, HAVE THEM TAKE THE
TEST AT THE BACK OF THE BOOK TO SEE
WHAT THEY LEARNED. TALK ABOUT THEIR
ANSWERS AND MAKE SURE THEY GRASP
WHY THE RIGHT ANSWERS ARE RIGHT.

WITH SO MUCH TECHNOLOGY AND SO MANY
DEVICES ON HAND FOR KIDS TODAY, THEY
NEED TO KNOW THERE'S STILL A NATURAL
WORLD OUT THERE, AND THAT WORLD IS
WAITING FOR THEM TO LIVE IN IT AND GROW.
LIMIT THEIR DEVICE TIME AND MAKE SURE
THEY...
&0 OUTSIDE AND PLAY!

BELLA, THAT'S 200D,
BUCKAROD, BECALISE
I'M GOING TO WIN WITH
OR WITHOUT YOUR

LOOK AT ME! IT'M
TECH-FREE AND
HANDS-FREE!

RESOURCES

Darby’s Kids Club
darbyskidsclub.com

INOBTR: | Know Better
inobtr.org

Cyberbullying Research Center
cyberbullying.us

StopBullying.gov

Family Online Safety Institute
fosi.org

Crimes Against Children Research Center
unh.edu/ccrc

iKeepSafe®
ikeepsafe.org

InternetSafety.com

National Center for Missing and Exploited Children
(800) 843-5678
Missingkids.com/cybertipline/

Common Sense Media
commonsensemedia.org

Netsmartz
Netsmartz.org

© 2015 Centene Corporation. All rights reserved. All
materials are exclusively owned by Centene
Corporation and are protected by Unitec}l/ States and
international copyright law. No part of this publication
may be reproduced, distributed, displayed, stored in a
retrieval system, or transmitted in any form or by any
means, electronic, mechanical, photocopying, recording,
or otherwise, without the prior written permission of
Centene Corporation. You may not alter or remove any
trademark, copyright or other notice.



WELCOMETO

| ..POPUI..ATION: YOUR KIDS
DID YOU KNOW THAT 8Y THE AGE OF EIGHT,
Q0% OF KIDS IN THE U.S. HAVE USED A

COMPUTER? THAT NUMBER IS ONLY GOING
HIGHER.

KNOWING THAT, IT'S IMPORTANT TO KEEP THEM
SAFE WHEN THEY &0 ONLINE. THIS BOOKLET
WILL HELP &IVE YOU IDEAS FOR TALKING TO
YOUR KIDS ABOUT ONLINE DANEGERS, CYBER-
BULLYING AND WHAT IT TAKES TO BE 00D
DIGITAL CITIZENS.

Darby’s Kids Club  Digital Space Book INOBTR.ORG

EipE EiRE ERE
El%c O} xe E%.
WRITTEN AND CREATED BY

MICHELLE 8AIN

ILLUSTRATED AND DESIGNED BY
FOX HYON SMITH

ISBN a78-0-9862115-6-0
KEEP THE PLANET HEALTHY!

THIS BOOK WAS PRINTED  MADE IN THE LISA ‘\%
ON RECYCLED PAPER!
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